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● Ein CNCF Graduated Open Source project (1 von 20)
● Ein Git-zentrierter Paket-Manager für deine Anwendungen
● Eine Sammlung von Continuous und Progressive Delivery 

Lösungen für Kubernetes

Was ist Flux?

fluxcd.io

https://www.google.com/url?q=https://www.cncf.io/projects/flux/&sa=D&source=editors&ust=1677740394752047&usg=AOvVaw1jcpd-epar3azP34968Jz5
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● Reduziert Last der Entwickler (“just push to git”)
● Modular & erweiterbar
● Unterstützt Kustomize und Helm von Haus aus
● Gemacht für Kubernetes, keine proprietären APIs, nur CRDs

Nutzen von Flux

fluxcd.io
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Was Flux’ Controller machen

Source Controller 
- Resourcen abrufen und als 

Artefakte speichern

Kustomize Controller
- Manifeste anwenden, 

Manifest-Generierung mittels 
kustomize

Helm Controller
- Deployment von Helm-Charts

Notification Controller
- Benachrichtigungen 

versenden

Image Reflector Controller
- Spiegelt Image-Metadaten 

für andere Controller

Image Automation Controller
- Aktualisiert YAML-Manifeste, 

wenn neue Images verfügbar 
sind

fluxcd.io
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🚀 Flux Core Components
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🚀 Flux Core Components
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🚀 Flux Additional Components
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Demo – Teil 1

- Einstieg/Installation
- Anwendungen deployen
- Web Interface
- Disaster Recovery
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Demo – Teil 1

- Einstieg/Installation ✅
- Anwendungen deployen ✅
- Web Interface ✅
- Disaster Recovery ✅
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- Supply Chain Security: Alle Flux-Images sind signiert

Going Beyond: Security

$ COSIGN_EXPERIMENTAL=1 cosign verify ghcr.io/fluxcd/source-controller:v0.34.0

Verification for ghcr.io/fluxcd/source-controller:v0.34.0 --
The following checks were performed on each of these signatures:
  - The cosign claims were validated
  - Existence of the claims in the transparency log was verified offline
  - Any certificates were verified against the Fulcio roots.
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- Supply Chain Security: Alle Flux-Images sind signiert
- Alle Flux-Images enthalten eine Software Bill of Materials

Going Beyond: Security

$ docker sbom fluxcd/source-controller:v0.34.0
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- Supply Chain Security: Alle Flux-Images sind signiert
- Alle Flux-Images enthalten eine Software Bill of Materials
- Pod-Sicherheits-Standards: Alle Flux Controller-Deployments folgen der “restricted 

pod security policy”

Going Beyond: Security
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- Supply Chain Security: Alle Flux-Images sind signiert
- Alle Flux-Images enthalten eine Software Bill of Materials
- Pod-Sicherheits-Standards: Alle Flux Controller-Deployments folgen der “restricted 

pod security policy”
- alle Linux-Capabilities werden verworfen
- Das Root-Filesystem ist read-only
- Das Seccomp-Profil ist immer “RuntimeDefault”
- Binaries laufen als non-root
- Die Dateisystem-Gruppe ist 1337
- User- und Group-ID sind 65534

Going Beyond: Security
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- Supply Chain Security: Alle Flux-Images sind signiert
- Alle Flux-Images enthalten eine Software Bill of Materials
- Pod-Sicherheits-Standards: Alle Flux Controller-Deployments folgen der “restricted 

pod security policy”
- Flux-Images werden kontinuierlich auf Schwachstellen gescannt (trivy)

Going Beyond: Security
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Going Further: Multi-Tenancy

- Shared Cluster - Soft Multi-Tenancy
- Tenant Clusters - Hard Multi-Tenancy
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(a.k.a. “soft multi-tenancy”)🚀 Multi-tenancy: 
           Single Cluster with Shared Flux Instance
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(a.k.a. “hard multi-tenancy”)🚀 Multi-tenancy: 
      Tenant-dedicated Cluster and Flux Instance
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Going Further: Multi-Tenancy

- https://github.com/fluxcd/flux2-kustomize-helm-example
- https://github.com/fluxcd/flux2-multi-tenancy

https://www.google.com/url?q=https://github.com/fluxcd/flux2-kustomize-helm-example&sa=D&source=editors&ust=1677740398157891&usg=AOvVaw0u7ox5LPx9EapBZ0M0U56r
https://www.google.com/url?q=https://github.com/fluxcd/flux2-multi-tenancy&sa=D&source=editors&ust=1677740398158132&usg=AOvVaw2uxbYQbArgFYKfE7Nzw7Zd
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Demo – Teil 2: Integration

- Deployments testen mit GitOps Run
- Multi-Cluster mit CAPI
- Secrets sicher verwalten mit SOPS
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Demo – Teil 2

- Deployments testen mit GitOps Run ✅
- Multi-Cluster mit CAPI ✅
- Secrets sicher verwalten mit SOPS ✅
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To the Moon

- OCI als Source of Truth (Git => CI => OCI => Cluster): flux push artifact
- Controller-Lockdown mit default ServiceAccounts
- Verhinderung von Cross-Namespace-Referenzen
- Weave GitOps Enterprise

- Multi-Cluster UI
- Cross-Cluster Deployment Pipelines
- GitOps Templates
- Policy
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Die Flux-Community

- Try Flux! Follow our Getting Started guide

- Browse the docs at fluxcd.io/docs/

- Join #flux on the CNCF Slack

- Sign up for the Flux Mailing list for monthly updates, 
announcements, etc. (https://lists.cncf.io/g/cncf-flux-dev)

- Flux on GitHub: https://github.com/fluxcd/flux2

- Join the conversation in GitHub Discussions

https://www.google.com/url?q=https://fluxcd.io/docs/get-started/&sa=D&source=editors&ust=1677740398275480&usg=AOvVaw3AfOwq_ldLDSZ3N2vNUzku
https://www.google.com/url?q=https://fluxcd.io/docs/&sa=D&source=editors&ust=1677740398275647&usg=AOvVaw2gm534zVYgliLadGU24Hkv
https://www.google.com/url?q=https://cloud-native.slack.com/archives/CLAJ40HV3&sa=D&source=editors&ust=1677740398275750&usg=AOvVaw1g61I03pHnfkE9JlBuDIi5
https://www.google.com/url?q=http://cloud-native.slack.com&sa=D&source=editors&ust=1677740398275826&usg=AOvVaw29cGGhLOsR3jrmG2tpOx8J
https://www.google.com/url?q=https://lists.cncf.io/g/cncf-flux-dev&sa=D&source=editors&ust=1677740398275906&usg=AOvVaw2kI6xV5lgawRFLZPBe7wmJ
https://www.google.com/url?q=https://lists.cncf.io/g/cncf-flux-dev&sa=D&source=editors&ust=1677740398275987&usg=AOvVaw29iCZcQRRs6cJjVFzPvaCa
https://www.google.com/url?q=https://github.com/fluxcd/flux2&sa=D&source=editors&ust=1677740398276091&usg=AOvVaw1hRU4vJvVKuRsRSbA2-60v
https://www.google.com/url?q=https://github.com/fluxcd/flux2/discussions&sa=D&source=editors&ust=1677740398276224&usg=AOvVaw1VW97Eahm8y3bPfuwAKriM
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